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Version 8 WebCam Setup Guide

Introduction

In order to use the WebCam feature of GeoVision there is an amount of
configuration that needs to take place. As no one sites network or Internet
connection are truly alike, it is difficult to write a definitive WebCam setup
guide. This document will give example on widely used hardware, and
hopefully give you the tools you need to configure the WebCam on an
unlisted router.

Explanation of terms and technologies

WAN
Wide Area Network — For the purposes of this document you can substitute
WAN for Internet, as in WAN (Internet) side of your router.

LAN
Local Area Network — Local network of PCs and network devices. To be
used as LAN side of your router.

Ports

Internet traffic travels though ports. This method is used, as it can identify
what sort of data the TCP packet is carrying. For instance web browsing uses
port 80, email uses port 25 etc.

GeoVision uses the ports listed below for WebCam

80 HTTP Port

For the WebCam Interface in Internet Explorer (all web pages by
default use port 80). When you use Internet Explorer it silently adds
“:80” to the end of the webpage address, try it yourself
www.ezcctv.com is the same as www.ezcctv.com:80

4550 Command Port
For the commands that are sent between the interface and the
GeoVision system

5550 Data Port
For the Video Stream

5552 Remote View
For the Remote ViewLog

6550 Audio Port
For the Audio Stream

TCP

Transmission Control Protocol — The protocol used to guarantee that packets
of data get to the correct destination, and that they are received in the correct
order.
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These are usually USB devices that the computer sees as a traditional dial up
connection. The PC has to “dial” the Internet connection, the connection is
always available, but not always connected.

ADSL Modem Router (Gateway)
These are becoming more and more common. Most ISPs now give the user
a router rather than a modem.

Routers are usually connected to your computer via an Ethernet cable. A
router is a device that sits between a LAN (Local Area Network) and the
Internet.

Routers are far more advanced that ADSL modems, and offer the following
benefits:

Enhanced Security via a hardware firewall
Improved connections speeds

Always on Internet connection

Superior reliability

If you have a router, all traffic coming from that network going to the Internet,
appears to come from the same IP address (Your Internet or WAN IP
Address). Some setups will have a network of PCs sharing the Internet
connection, rather than just one PC

Firewall
Either a piece of hardware (usually part of a router) or software used to limit
unauthorized network connections into a network or computer.

Port Forwarding

Port Forwarding can also be referred to as Port Redirection, Virtual Servers or
NAT (Network Address Translation). They all fundamentally do the same
thing.

When you want to view your cameras, using the GeoVision WebCam feature,
you open Internet Explorer and enter the WAN IP address of your router. As
there may be many systems behind the router, we need to tell the router
where to forward the Internet Explorer (WebCam) traffic to.

The reason for configuring the router is not just one of security, when you
connect to the WAN IP address of your router, it does not know where to
direct that traffic. Take the example below, there are several PCs on the
network, without port forwarding, the router does not know where to send the
packets.
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LAN WAN

192.168.1.1 81.86.29.25

Office PC
192.168.1.15

GeoVision
192.168.1.20

Office PC
192.168.1.25

We need to tell the router to forward all GeoVision ports through to the LAN
IP address of the GeoVision system.

Within the router we have configured a routing table like the one below.

EXTERNAL PORT INTERNAL PORT LAN IP ADDRESS
80 80 192.168.1.20
4550 4550 192.168.1.20
5550 5550 192.168.1.20
5552 5552 192.168.1.20
6550 6550 192.168.1.20

When traffic hits the WAN side of the router using any of the ports listed, it
looks for preconfigured routes (or forwards) and applies them, see the
diagram below
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LAN WAN

192.168.1.1 Router 81.86.29.25

Office PC
192.168.1.15

GeoVision
192.168.1.20

Office PC
192.168.1.25

1 The router is hit by the request from the remote Internet Explorer
for port 80, 4550, 5550 and 5552 (also 6550 is using audio)

2 Router looks up the ports being requested, within it’s lookup
table, if it finds a corresponding entry, then it will forward the
traffic

3 The traffic has been successfully forwarded to the GeoVision

system (192.168.1.20)
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Configuration
Windows XP Firewall / Software Firewall

Windows XP comes with a built in software firewall. By default the Windows
XP firewall will block any incoming TCP connections.

You can download Windows XP Firewall configuration scripts from the
download area of our website, available at http://www.ezcctv.com/software-
download.htm

To run them, download the appropriate file for your card, unzip the file, and
run the batch file. Links to the files are listed below.

'I’\'lr'lEé'se files will only work if you have installed GeoVision to the default install
directory, i.e. C:\GVxxxx

GV250

GV600

GV6350

GVa00

GV900

GV1000

GV1120

GV1240

GV1480

If you have installed GeoVision to an alternative directory, you will need to
create exceptions for the following.

Applications

[GeoVision Install Directory]bcasttcp.exe
[GeoVision Install Directory]audioserver.exe
[GeoVision Install Directory]ccserver.exe
[GeoVision Install DirectorylJdmmcast.exe
[GeoVision Install Directory]rpbsvr.exe
[GeoVision Install Directory]webcamserver.exe
[GeoVision Install Directory]tcpsvr.exe
[GeoVision Install Directory]Jdmwebcam.exe
[GeoVision Install Directory]twinserver.exe

To create exceptions to the Windows XP firewall, you need to do the
following:



1.

File  Edit  View

2.

Enter Control Panel

Control Panel

Favorites  Tools  Help

\.;) Lﬁ pSearch iE::-FoIders v

% D

D &

Add Hardware Add or Administrative Adobe Gamma  Automatic  Dake and Time
Feemov... Tools Updates
A W B e P L =
[ . e 2
See Also @ L‘J =
Display Falder Cptions Fants Game Internet Java Keyboard
“ Windows Update Controllers Options
(7] Help and Support ‘f"i‘ e Q o Ty Q
J - 2 - by
= - @’ % ‘.ﬁ.
Mouse Metwork,  Metwork Setup  Phone and  Power Options  Prinkers and QuickTime
Connections ‘Wizard Madern ... Faxes
¢ 2 20O g B
Regional and  Scanners and  Scheduled Security Sounds and Speech System
Language ... Cameras Tasks Center Audio Devices
2 8 & o
Taskbar and  User Accounts  Windows ireless
Start Menu Firgwall  Nebwork Set,.

Double Click on Windows Firewall

Windows Firewall

General | Exceptions | Advanced|

‘windows Firewall is blocking incoming network, connections, except for the
programs and services selected below, Adding exceptions allows some programs
to work better but might increasze your security risk,

Programs and Services:

Mame

[MIiFile and Printer Sharing
Femate Assiztance

[ Remoate Desktop
SmatF TP Client 2.0
TwinG erver

O UPAP Framewark.

[ Add Program.. | [ AddPor.. Ed.. Delete

Dizplay a notification when Windows Firewall blocks a program

‘what are the risks of allowing exceptions?

Ok J [ Cancel

To add a Program Exception

1.
2.
3.
4.

Click on Add Program
Click on Browse
Navigate to the GeoVision install di

rectory

Select the first program in the list above
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Look in: | £ Gv250 v @ F @
=gkl 1k é]DMMaiIServer &,GvkeyTest
i 2? &5 Audingerver % DMMcast @GvLoader
MyFecent | B AVIRepairaPl “EADMMerge £ ETCOMP
Documents |2, BeastIpx Tl DMModem Edveyview
— BcastTep DMPos = LAMNYiewLogChrl
. E
ol 5
LL% ﬁCCServer ﬂDMWebCam
Deskiop éCCSetup EDDs2kreg “e# MediaManTools
QCMSW W‘eMap o2 PassLininstal
. [Lﬁ' Deskkop 5 eMapView [[il'l: Play SoundSyr
_J ﬁDMSDDStartup @Encpack &P RemotePassClient
@DMActive @ EZExplorer ﬁ RepairLog300
MEERG et B pmaT [T Ezsyslag RerpEsyr
= @ DMBackipS00 EZViewLogSDD &ScheduleDebug
i! EL dmclp o GY250 L] sysiog
J B DrHealthswr Favic ) TcPswr
My Carputer
& _ S L
i:;! File name:; | B! | [ Open l
D =
bl Metwork Files of type: I%EEI_i_cEt_iErls__[_"__ exe;”.com;”icd) w | Cancel
5. Click OK
Repeat steps 1 to 5 for each program in the list above
Ports
80
4550
5550
5552
6550

To add a Port Exception

1. Click on Add Port

Add a Port 3

Uze theze zettings to open a port through ‘Windows Firewall. To find the port
number and pratocol, conzult the documentation for the program or service you
want to use.

Harme: iGeo\-"ision 4580 i

Part number: !4550 |

®TCR O UDP

What are the rizks of opening a port?

Change scope. .

[ Ok ] [ Cancel

Give the port a name

Make sure that TCP is selected
. Click OK

agrwpd

Enter the first port number in the list above

Repeat steps 1 to 5 for each of the ports listed above.
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If you are using a software firewall other than Windows XP, please check your

documentation about creating exceptions.
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Assigning a Static LAN IP address to your GeoVision system

When you connect your PC to your router, it will obtain an LAN IP address.
The address your router assigns to your PC may not always be the same. It
is important that your GeoVision PC has a static LAN IP address, as we will
be setting up port forwarding.

To find out the IP address of your GeoVision PC

1. START > Run

2. Type cmd <enter> .

— Type the name of a program, folder, document, or
Internet resource, and \Windows will open it For vou,

open: | omd| ; »

[ OF H Cancel H Browse, .. ‘

3. Type ipconfig /all <enter>

windows\system32\emd. exe

iC:“Documents and Settings“User>ipconfig ~all

4. Make a note of your:

e |P Address

e Subnet mask

e Default Gateway
e DNS Servers

windows\system32\cmd.exe

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix

Description
Physical Adde

Dhcp Enabled. . . .
IP Address. . . . .
Subnet Mask

Default Gateway

DHS Servers

:SDocuments and SettingssUserr

: Broadcom 448x 18-188 Integrated Controller
: AA-5A-8D-55-E4-F2

: Mo

: 18.18.18.45

= 255.255.255.8
1 18.18.18.1

: 14.18.10.180

5. Type exit <enter>
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Setting your LAN IP address to a static address

1. START > Settings > Control Panel

B Control Panel |._||E £|
File Edit ‘Wew Favorites Tools  Help ;#
{ } Back \3 Lﬁ p search [f_ Folders v

Address |3 Cantral Panel v| Go

¢ ¥ D W 8 R 2
Control Panel | =
1 Add Hardware Add or Adminiskrative Adobe Gamma  Automatic  Date and Time
B Switch to Categary Yiew Rema... Tools Updates
Y @B e P L =
I/ e 2
See Also ‘ =
Folder Options Fonks Game Inkernet lava Kevboard
& windows Lpdate Cartrallers Options

) Help and Suppart % ﬁ B’ qi'b "-té Q

Metwork  MNetwork Setup Phone and  Power Options  Prinkers and QuickTime

Connections WWizard Moderm ... Faxes
@ =2 | B @ &
R 2 Y © )
Regional and  Scanners and  Scheduled Security Sound Effect Sounds and Speech
Language ... Carneras Tasks Center Managet Audio Devices
P A e e J
System Taskbar and  User Accounts  Windows Wireless
Start Menu Firewall  Metwork Set..,

2. Double Click on Network Connections

e

Metwork,
Canneckions

3. Right Click on the Local Area Connection and Click on Properties

Lacal Area Connection
Connected, Firewalled

A Broadoom 40x 10,100 Infer,..

Disable
Status
Repair

Bridge Connections

Create Shorkeut
Delete

Rename




e2VIsI0n

-L Local Area Connection Properties

General | Authentication || Advanced |

Connect using:

E B Bioadcom 440x 104100 Integrated C |

Thiz connection uzes the following items;

.——% Client for Microzoft Metworks
E,J File and Printer Sharing for Microsoft Networks
¥ 5 05 Packet Scheduler

‘w8 Internet Protocol [TCRAR)
el
Drescription

Trangmiszion Control Protocol/nternet Protocol. The default
wide area network. pratocal that provides communication
across diverse interconnected networks,

[] 5how icon in notification area when connected
Motify me when thiz connection haz limited or no connectivity

l 0K ” Cancel ]

5. You will see on this screen that there is a dot next to Obtain IP address
automatically. If your setup has a dot next to Use the following IP address
then you are already setup or a static IP address, and you do not need to
follow the instructions below.

6. Click on Use the following IP address

7. Enter the details that you wrote down earlier, filling in all fields

Internet Protocol (TCP/IP) Properties

General |

Y'au can get [P settings azsigned automatically if vour nebwark, supports
thiz capahility. Othenwize, pou need to azk your netwark, administratar for
the appropriate 1P settings.

" Obtain an IP address automatically
%) Use the following IP address:

IP address: [ 10 .10 .10 . 45 |
Subnet mask: AR 2RR 2R 0 |
D efault gateway: i 'IEI._1EI o I | |

(%) Uze the fallowing DNS server addresses:

Freferred DNS server: 1010 . 10 100 |

Alternate DMNS zerver | . . . |

[ 1];8 H Cancel ]

8. Click OK on all open screens to exit this setup menu.



B, €2V/ISI0N

Now is a good time to test your Internet connection, this can be done easily
by opening Internet Explorer and browsing for a webpage. If your test fails,
please recheck all entries in the screen above.

Examples

Examples of router confiquration

All routers are different, in this section we will go through the setup of 3
common routers. If your router is not listed, then a very good resource is
www.portforward.com.

They have detailed guides for the GeoVision setup for most routers, you can
go to:

http://www.portforward.com/english/applications/port forwarding/GeoCam/Ge
oCamindex.htm

These guides include the ports 21 and 3389, these are optional and are not
necessary for GeoVision WebCam

All of the following setups will assume that the following IP addresses, you will
need to use your own IP address found in the section above.

IP Addresses

Router
IP address 192.168.1.1

GeoVision System
IP address 192.168.1.2
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Example 1
BT Vovager 220V / 2091

Open Internet Explorer
Enter the router IP address 192.168.1.1 (Router IP) in the Address Bar

BT Voyager 2091 Configuration Manager

-
BTQ BT Voyager 2091 Wireless ADSL

¥Welcome to your BT r

Quick Start

Your Voyager is connected to Broadband and you can now surf the Internet.

Connection Status Refresh
Online Time 22 hours 6 mins 20 secs

Data Transmitted 793539456 bytes

Data Received 107087664 bytes

More details can be found in the aAdwanced...|Status menu.

Disconnect = Clicking Dusconnect will close down vour Broadband
connection. This.will affect all computers currently connected,

Version 3.01m

Click on Advanced

BT Voyager 2091 Configuration Manager

2
BTQ Advanced Configuration

Qlick Start

Your Moyager provides advanced functions to configure complex netwaorks or
specific applications.

On most Broadband access and home networks, there should be no need to
access this menu unless instructed to do so by the helpdesk or a netwark
administrator,

Adwanced... Back to Quick Start

VMersion 3.01m
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Click on Virtual Server under Configuration
BT Voyager 2091 Configuration Manager

Advanced Configuration

Your Yoyager provides advanced functions to configure complex netwaorks ar
specific applications.

On most Broadhand access and home networks, there should be no need to

access this menu unless instructed to do so by the helpdesk or a netwaork
administrator.

Advanced... Back to Quick Start

Mersion 3.01m

Enter the User name and Password
Default User name admin default Password admin
Click on OK

Connect to fragdata. homeip. net E'E'

=
A

Wovager 2091 Configuration Manager

Lser name: | g | w |

Passwiard; | |

[ 1remember my password

[ oK, H Cancel ]

Click on Port Forwarding on the top banner

Virtual Server Configuration
DMZ HostiPort Forwarding: Dynamic DNS ALG

Click on Add near the right side of the page
Click on the radial next to “User Defined”



Port Forwarding

Add New Port Forwarding Rule

Application Name:

# Pre-defined: sudio/viden + | | Camerades W

) User defined:

From Internet Host IP Address: | &Ll o

Forward to Internal Host [P Address:

[ < Back ] [ Apply ]

Name the service “GeoVision”

Enter the IP address to forward to (GeoVision system) 192.168.1.2
Enter the port numbers as below

Click on Apply

Port Forwarding

Add New Port Forwarding Rule

Application Name:

) Pre-defined:

& User defined: Geavision
From Internet Host IP Address: :ﬂ«LL bl

Forward to Internal Host IP Address: 192;.168.1.2

By using the rules:

External Packet Forward to Internal Host
Protocol
Port Start Port End Port Start Port End
TCP w a0 a0 a0 |80
TCP v |4550 | |4cs0 | |4550 14550
TCP b EEED EEE0 ELED 5550|

< Back ] [ Apply ]

€2V/ISI0N
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-
Example 2 : s

Netgear DG834 =

Open Internet Explorer

Enter the router IP address 192.168.1.1 (Router IP) in the Address Bar
Enter the User name and Password

Default User name admin default Password <blank>

Enter Network Password s 2| x|

.'? Please type your user name and password,
" G 192 168.0 1

Realm

User Name |al:||‘n|n

Password | ******* 1

[ Save this password in your password list

I oK. I Cancel

Click on Services under Firewall
Click on Add Custom Service

Services

Sendce Tahle

= Service Type Ports

[ Add Custom Senvice “ Edit Service ” Delete Service

Create a service for 4550
Name the Service GV1
Set Type to TCP

Set Start Port to 4550
Set Finish Port to 4550
Click Apply
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Services

Service Definition
MNarme:

Type:
Start Fort:
Finish Port:

GV1
TCP v
4550
4550

[Eiack] |Apply] [ Cancel ]

Create a service for 5550

Name the Service GV2

Set Type to TCP

Set Start Port to 5550

Set Finish Port to 5550

Click Apply

Services

Service Definition
MNare:

Type:
Start Port:
Finish Port:

GV2
TcP @
5550
5550

[Eiack] |Apply] [ Cancel ]

Click on Rules under Firewall
Click on Add under Inbound Services
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Firewall Rules

Outhound Services
= Enable | Sernvice Name Action LAN Users WAN Servers Log
Default| Yes Any ALLOWY always Any Ay MNever
W m{ Mowve 1[_Delete ]
Inbound Services
= Enable |Service Name Action LAN Server IP address |WAN Users | Log
Default | Yes Any BLOCK always - Any Match

[Add ][ Edit H hMowve J[ Delete ]

IApplyJ I Cancel ]

Type the following
Click on Apply

Inbound Services

Service |HTTP(TCP:80) -]
Action [ALLDW always j

Send to LAN Server 12 |68 |1 |2

WAN Users | Any |

start'|' .|' .[1 |
ﬂnish_‘l' .[" .|" |

Lag INwer "I

Back | [ Apply | Cancel |

Click on Add under Inbound Services
Type the following
Click on Apply



Inbound Services

Send to LAMN Senar

Service | GV1(TCP:4550) ~|
Action [ ALLOW always ~|

[192 |68 J1 |2

WAN Users IAny _-_-J
start: | .|" [ ] | )
ﬂnish_‘l" .|r Jo |
Log INewer "I
Back | [ Apply | Cancel |

Click on Add under Inbound Services

Type the following
Click on Apply

Inbound Services

SDEMNICE

send to LAN Sanar

YVWAN Ugers

Log

|Gv2(TCP:5550) |
-

Action | ALLOWY always

[1oz _fies |1 |2

| Any ~

start | .|" [ ] | 1

o o oo

finish:

INwer 'I

Back |

Apphy

Cancel |

Click on Apply
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